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Security Threats

The Latest Webmail Scam - December 6, 2012

Note that the link in the email is actually to the following location:

http://koshyk. net.ua/tenp/ nmail.catnet. ari zona. edu/ owa/ aut h/ Logon. ht m

When you hover over the link, the actual address will appear at the bottom of your email client.
Do NOT click on it!
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Your Webmail Account is on Restriction

UA Connect <owa@email.arizona.edu>
Sent: Thu 12/6/2012 1:58 PM

Recipients

The University of Arizona

We detected irregular action on your e-mail system on December 06, 2012.
Ls the Primary owner, you must wverify your account activity before you
can continue using your account, and upon verification, we will remove
any restrictions placed on your account.

click on the link below:

https://mail.catnet.arizona.edu/owa/auth/logon.aspx?

You can also forward your mail from any other e-mail accounts to your
Webmail account so that your contacts won't have to memorize a new e-mail
address and you can access all of your mail in one place. You can find

forwarding instructions for your other e-mail accounts in their online
documentation.

Webmail service has reserved a system maintenance window of Saturdays
from 4:00 a.m. to 8:00 a.m. that will be used only if Webmail service

needs to perform any work that will take the system off-line. Otherwise,
the e-mail system will be available around the clock.

Thank You,
UZ Connect
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Web Security Resources

Phishing and How to Protect Yourself



http://security.arizona.edu/phishing
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IT Support

Department of Chemistry and Biochemistry at The University of Arizona
P.0O. Box 210041, 1306 East University Blvd., Tucson, AZ 85721-0041
Phone: 520.621.6354  Fax: 520.621.8407

UA NetID Login
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